Temperature Alert applying Spike-Dip Anomaly Detection Algorithm
using Spark (Python-Scala) and C#

-Azure Function, Azure Databricks, 1oT Hub

> Problem Statement -

I like visiting new places, which landed me to a food factory where cooking and preserving of food is done,
having words with chef and co-workers, | realized they have to check temperature manually which is
ineffective task. So, | thought to solve this problem, hence came up with idea of temperature alert, which
sends mail whenever temperature is more or less than what is required.

» Technologies/Services used —
Spark (Scala-Python), C#

Power BI

0T Edge Gateway

10T Hub

Stream Analytics

Azure Databricks

Azure Function

Device Provisioning Service
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» Solution Architecture -

0T device provisioning flow is as follows:

. Device manufacturer adds device registration information to enrollment list in Azure portal.

. Device passes, identifying information to DPS to prove its identity.

. DPS validates identity of device by validating registration ID and key against enrollment list entry.
. DPS registers device with 10T hub and populates device's desired twin state.

. 10T hub returns device ID information to DPS.

. DPS returns 10T hub connection information to device and start sending data directly to 10T hub.

. Device gets desired state from its device twin in 10T hub
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. Device is connected.



Device Provisioning
x Service

Enrollment list

A Resource Group is logical container where you are creating your Azure resources. It is created in specific
region and contain resources created in other regions.

Resource Group

Azure Subscription

+«+ Creation of resource group:

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home * Resource groups

Create a resource group

Basles  Tags  Rewview + create

Resource group - A container that holds related resources for an Azure solution. The reseurce group can incheda &l the
resources for the salution, e anly those resaurces that you want to manage as 8 group. You decide how you want o
allocate resources o resnurce groups based on what makes the most sense for your omanization. Leam mare of

Project details
Subscription® () | MEDM Platforms Subscoription
Resource group ® O | 1OTPrapect

Resource details

Region * (1) l {Europe) Morth Europe o ]

Rewiew + create | Previeus Mext : Tags =

In resource group create VM instance.
You might be wondering what is VM instance? So, let’s have a brief look upon it.

A virtual machine (VM) is a digital version of physical computer. It executes all tasks a physical computer
can, including running operating systems and applications and are scalable, on-demand computing
resources.



https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal
https://azure.microsoft.com/en-in/resources/cloud-computing-dictionary/what-is-a-virtual-machine/#overview

4 Saarch resources, sernces, and docs (G}

e OTProject » Ma 20

Visual Studho 20139

Create a virtual machine

s e* dlernoLse
Password * (3 P
Confirm password * (T | —

@ Password and confirm passward must match

Inbound port rules

After VM is created, start -> run this:
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«» It’s time to learn Azure Databricks.



https://azure.microsoft.com/en-in/products/databricks/#overview

Azure Databricks is data analytics platform optimized for Azure cloud services platform. It offers

three environments:

o Databricks SQL

« Databricks data science and engineering
o Databricks ML

- Mcrosoft Azure B Search resouirres, senvices, and dincs (G-

Home ¥ [OTProject » Marketplace » Azure Databricks

Create an Azure Databricks workspace

Select the subscimtion b manage deploped issources and oosts Use resouice groups like lolde
manage all your resowrces

Subscription * (3 M50 FMatforms Subsciptian

Resource group (1) ICMPrijimce
Create rew
Instance Chetails

‘Wowkepace rame ¥ 0T DataBricks

& Lo organiee and

Regicn * Marth Eursoe

Pricing Tier * (3 Standard (Apache Spark, Seoure with Azure AD

DS

% Creation of 10T hub. Before this let’s have a theoretical knowledge of this:

Azure 10T hub allows full-featured, scalable 10T solutions. Virtually, any device can be connected to Azure
IoT Hub and scale up to millions of devices. Events can be tracked, monitored, such as creation, failure, and

connection of devices.

= Microsoft Azure O saarch resources, senvdces, and docs (G4/]

Home » laT Hub

16T hub

icrosodt

Creats an 10T hub to nelp you connect, moniter, and manage billions of your ol astets, Loarn moee

Project details

Choase the subscription you'll use 1o manege deployments and costs. Uke resource groups
arganize and manogs resources,

MSEN Flatforms Subscrpsion

wx folders to help you

L
Resodros group ® (1 ITFrocect
eatE NneEw
Imstance details
ol hul name * ) testicehubi 0
Aegion * O East U5 |

®,

« Let’s create a cluster in databricks.



https://learn.microsoft.com/en-us/azure/iot-hub/iot-concepts-and-iot-hub
https://learn.microsoft.com/en-us/azure/databricks/clusters/

The Azure Databricks job scheduler creates job cluster when you run a job on new job cluster and

terminates cluster when job is complete.

Databricks -> compute

Microsoft Azure &2 databricks QO Search

r all data science and

o set up clusters, data and

Compute

= Workflow

Get started
This is vour home for all data scence and
anginearing work

Wl show you how to sel up clusters, data and
I5ers

Set up your workspace

(D Create a cluster -

(G import data ]

Next steps

Q Irwite your team >

¢ Click 10T hub -> shared access policies.

testiothub101 | Shared access policies

"l g
£ b
Manage shared access policies
® Fail
! Propertie:
) Locks Policy Mame
Security settings | - |
Identity

Shared access policies

* Networking

copy primary key. (Keep key safely)

CTRL + P

Compute Ul Preview  Provide feedback

All-purpose clusters Job clusters Paals
all Created by me Accessible by me Q
usters [ Mew Compute Ul Predew  Provide feedback
nilendra singh's Cluster #
Auntime: 104 LTS (Scala 212, Spark 3.2.1)
_| Use Photon Acceleration @
Worker type © Min workers Max warkers
IS
.
Driver type
4 GE Mem
Enable autoscaling @
Terminate after 120 minutes of inactity &
Tags @
iothubowner
- - testiothubyi 0
tegenerate secondary key

Parmissions

Registry Read, Registry

I Con
Sennce Connect

n Registry Wiite
R AR,

Deyice Connect

v g


https://learn.microsoft.com/en-us/azure/databricks/workflows/jobs/jobs

% Goto “azure 10T hub device provisioning service” (DPS). DPS is helper service for loT Hub that
enables zero-touch, just-in-time provisioning to right loT hub without requiring human intervention, allowing
customers to provision millions of devices in secure and scalable manner.

— Microsalt Arure £ Sawreh resources, senwces, and docs (G /)

Home * Arure o7 Hub Dewce Provsioning Services

Azure loT Hub device provisioning service

T AL L T IR A W 1B WL G AT A NTLR L I TG L e e sy [ A
picru st bes Ui dagghil BoT bols vtk iggquad g D vibeswanton, aloirg custaivees Ho prossaoit milions ol
dhetces In @ secure and scalable manner  Lear mare o

Project details
Chioose the subseription you |l e to marage deplayments and costs. Use resource groups bke foklers to help you

i gani

aricd MENAZE [EouICEE

Subscrigbon ® (1 LS ON Patforms Subsooption
Resource gioup ™ }OTProject v |
S

Instance detalls

Mame * {7 smarimeter - dps

Regin * [0 Moith Eurogie e j

copy ID scope (used further).

+«» Toregister IOT hub with DPS service follow these steps:
10T hub device service -> Linked 10T hubs -> Add.
Home & smanm erview  smartmeter-p & Add link to loT hub
@ smartmeter-dps | Linkt?d loT hubs = =

ster-dps- 108204751 | Overview

Celect the kol hub you wish to link to this DPS

ch
Cubscripiion™® |
B Aecesn controd (U 3 7 ;i
"B Access conbrod (1SN MISDN Plasfeems Sumeripian e
‘ Tage ou cam wies thes tood 8o monage 10T Hubs e pour Device Prowlsoning
Li ] il iy *
9’3’ Jacrime and sove probilerms r il 10T
| kel bl
{ostrar
MNama
5
G il ~LEus
Shared access policies
Frnicng Tigr

B Lnked ol Pubs
B Ceiificates Lecation

&
Mecast Policy = ()
1Y il iathubeving [Registryidine, ServicaCennect, Devicelomnmedt)
§* Mot g

®,

+ We need to create enrollment group:



https://learn.microsoft.com/en-us/azure/iot-dps/
https://learn.microsoft.com/en-us/azure/iot-dps/how-to-manage-enrollments

cisfooniidtiogiti oviiecd i (G‘”

Home > smartmeter-dps-108204751 | Cverview ¥ smartmeter-dps | Manage enrollments

® Add Enrollment Group

B cue
= Sove

['.'r:lr:'r:'.':l' T ——|

Attestation Type O

T Edge device ¢

L

Certificate Type

Mo certificate selectad

Secondary Cettilicate

Nios centificate selwetar]

copy the primary key (used further).

%+ Configure DSP ID scope and DSP Group Enrollment Primary Key (already copied).

DPE Greup Enrelment Primary Bey TIPS D Soope

e Bl s Py L Mo B Ghin Dy erxpy T8 iH=-M MneQ058A187

% Register device by clicking on it.

'm';rnurﬂ.'r—'r!.l-llh::l

DFs Groun Enroliment Prrnary K2y DPS 1D 500pa
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colour will turn to blue:
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«» Verify this by going to Azure 10T hub -> devices.

42 Senrch resodroes, sendces, and docs (G i/}

roject > testiothub101

testiothub101 | Devices #
m laT Hhib |

Fr Search ; View, create, delete, and update deviess in yout loT Hub. Leain moie
- & e
o Dveraaw -+ Add Device {_} Refresh
B Activity log
er device Types: All + i filter
B Access control (JAM)
& Tags
Device 1D Type Status Last status update
&2 Diagnose and solve problems
B Deviced loT Device Ersabled
© Pricing and scale Dewice IoT Device -\ Enabled
>
a

Device management

B Devices

& |5 Edge

# confgurations + Deployments

il inedatae

R/

+» Go to enrollment group -> registration records

Hame » [OTProject > smartmeter-dps | Manage enrollments >

@ smartmeter-device-group
I

niallmiend Grougs Dietail

() Refresh X Delete Registration

Settings  Registration Records

ﬂ o can view devices that have provisioned wia this enrollment grogp and remows the registration recerds tor pravious iy provisicnad devices

| L Search devices in this earollment group

—l Device Id T,  Assigned loT Hub t.. Registration Date

__| Dreviced testiothub101.azure-devices.net 2022-10-08T19:59:49 32217562

i i Devicel testiothub 101 .azuie-devices net 2023-10-087T19:59:45 69574097
e_"j

Verify, registration of device has been successfully done.

To send data to 10T hub:
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Click connect, on terminal output will be displayed.

To process data, we create “stream Analytics Jobs”.

Azure Stream Analytics is fully managed stream processing engine that is designed to analyse, process
large volumes of streaming data with sub-millisecond latencies. Patterns-relationships can be identified in
data that originates from variety of input sources including applications, devices, sensors.

= Microsoft Azure £ search resources, services, and docs [(G+/)

Home > Stream Analytics jobs >

New Stream Analytics job

Basics  Storage  Tags  Review + create

Azure Stream Analytics is a fully managed, SQL-based stream processing engine designed to help you tackle scenarics
like streaming ETL to Azure Data Lake Storage, real-time dachboarding with Power Bl event driven applications with
Arure SQL OB & Cosmaos DB, remote monitoring, predictive maintenance, and more. Learn more

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * 0 | MSDM Platforms Subscription |
Resource group ™ © | i
l heluci existing... I
5 g e i
Instance details databiicks-rg-10T DataBricks- Tkcfsjmj2kura
- .
Natiie I Project B I
. - - - -
Home > CreateForm-20221008210643 | Overview
23 testsajob
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o | [ Start [ [l Delete - Move ") Refresh  (2) Share feedback
M 55 CONUO| (1AM =
& Tas r_-) Created
4* Diagnose and solve problems Eesnitile
Settings Resource group (move) @ I0TProject Created Saturday, October 8 2022 907 PM
I Properties ; North Europe Started
e Status : Created Output watermark
LOcks
Subscription (move) MS ormes Subscription Cluster Shared
Joks sopolagy Subscription D . b 16b40-Tdda-439d-8723-chbBI56c364c Hosting environment - Cloud
& Inputs
M Functions
Query Get started Properties Monitoring Tutonals
»  Outpuits

Build an end-to-end serverless streaming pipeline with just a few clicks
Confiaure’ . = P o s . 8 -


https://learn.microsoft.com/en-us/azure/stream-analytics/stream-analytics-quick-create-portal
https://learn.microsoft.com/en-us/azure/analysis-services/analysis-services-overview

+ Go to stream analytics job -> Inputs -> loT Hub.

Home CreateForm-20221008210643 | Overview > festsajob IOT Hub 4
j New input
5 testsajob | Inputs = ;
T Shiearn Anakt +
Input akas *
£ Search t Add stream input { Add reference input () Refresh e—
M, ACCESS CONUION AN, .
® Togs Alias T4 Source type T4 Type Ty Authentication mode T4 () Provide laT Hub settings manualy
o results ®) Select loT Hub from your subscriptions
&® Diagnose and solve problems No results ¥
Settings Suibseription
m MSDN Platforms Subscrption w
N Preperties :
B Locks IaT Hub ® O
i '
Job topology
Congumer group * |
=
e SDefauit o
B Functions
Shared access policy name * (
Query
motiuibowner o
- Outputs

Confinure m ‘I

+ Go to Job topologies -> output ->power BI. we are taking output through Power Bl app.
Log in into Power BI.
For this we need to give “access control”.(IAM)

Microsoft Azure B2 Search tesnurces, seivices, snd docs (G=/)

Hame > 10TPraject

8 IOTProject | Access control (IAM)

Resauroe group

| 2 search + add b Downlead role sssignments 1 me ) Refrash x ! B? Got feedback?
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Add co-ad
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. Add custom role

& Tags wree
«un REsounce visualizes [ ———

Events

Chack access
Settings Review the level of access a user, group, service principal, or managed identity has to this resource. Learn more
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B Folicies Grant access to this resource View access to this resource
I Properties Grant acress fa resources by assigning a rale View the role assignments that grant access to this and
ather mesources,

B Lotks

Home ICTProject
@ Added Rolbe assignment

R I0TProject | Access control (IAM) fetn

ot ywas added as Owner for I0TProject

O Search ¢ + Add L Download role assignments == Edit columns () Refresh % Remo & Got feedback?
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%, Access contral {IAM)
My access
® T View my level of access to this resource
e Benghom e
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£ Events
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© Secuity
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Il Properties Grant access to resources by assigning a role. View the rofe assignaments that grant access 1o this and

other resources.
ocks

B
+»+ Create workspace in power BI.


https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-ops-guide-iam
https://learn.microsoft.com/en-us/power-bi/fundamentals/power-bi-overview

Home » Bssource groups > 10TEmject > festsajob
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+«» Write query in stream analytics.
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Home » Ressurce groups » IOTProject > testsajob

.- testsajob | Query =
Seream Aralytics job
[ 2 serc [} Guerylanguage docs

= & Inputs (1)

& T

&* Diagnese and solve problems
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Job topalogy
£ Inputs
B Functions

Cuery

Save -> run job, you will see output.
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% Create storage account.

Let’s have brief understanding about it:

Azure storage account contains all of your Azure Storage data objects, including blobs, file shares,

i Openinvs Code

() share feedback ) Refresh

Discard changes
2 avgitemp) as Average, id
3 INTO
a [pomerti]
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[temps]
7 GROUP BY TUMBLING{minute,5),id

Input preview  Test results
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id time temp woltage EventPro
'.'|.h‘.JJ dertelreme fugunr float datefune
“Devicel *2022-10-08T20:07.07 34 0.39513527960010586  “2022-10

queues, tables, and disks. It provides unique namespace for your data that's accessible from

anywhere in world over HTTP/S.

K Search resources, services, and docs (G+/]

Home Resource groups » IOTProject » Marketplace

Create a storage account

Storage account
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https://learn.microsoft.com/en-us/azure/storage/common/storage-account-overview

Register 3 more devices.
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In 10T hub verify devices.
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Creating one more stream analytics.

o DR

Home > Stream Analytics jobs

New Stream Analytics job

Resource group * 1 IOTProject w
Create new
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Name * [ coldstorage
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: b
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Streaming unit details

Sueaming units (SUs) represents the computing resources that are allocated to execute a Stream Analytics job. The
higher the number of SUs, the more CPU and memary resources are allocated for your job. The number of SUs can be
maodified once you create the job. You will be charged for the job's Streaming Units only when the job runs.
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+«+ Create input name “iothub”.
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Click output -> blob storage:


https://azure.microsoft.com/en-in/products/storage/blobs/?OCID=AIDcmmf1elj9v5_SEM_4a5248f8479d1550e7fa2ba1534a0165:G:s&ef_id=4a5248f8479d1550e7fa2ba1534a0165:G:s&msclkid=4a5248f8479d1550e7fa2ba1534a0165#overview

osoft Azure F Ssarch resources. services, and does (G4/)
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Hl Properties Diate format
H i Y/ MMTD
Job topology Tirne farmat
. HH
& Inputs
B Functions Minimum rows (@ e
o 100
T Outputs e
Minutes Secands
Canfigure v | 3 v . v

l-, Erwiranment

1 Storage account settings Save

+ Data is stored in storage account:



Home » satestiol

T satestiot | Containers =

Soragr gecount

._I'J Search | &

B i |
+ Contriner £ Change arcess leval

extore cantainers (L) Refresh fil] Delets

= Overview

| Fnz.:rrh containens by prr’.'ue

I |:_. :I Shaw daleted containers

H Activiy log

P Tag

£ Diagnosa and solve problems
A Arcess Control (1aM)

" Duata migration

¥ Evenls

BE Stovage brosses

Data storage
B Lontaines
A File shares

00 Gueues

Home > satestiof | Containers >

smartmeterdata

Containes

A Search L
1 Overview

£ Diagnose and solve problams

An  Arcess Control (LAM)

Settings

@ Shared access tokens

PR Manage ACL

T Access policy

i Properties

0 Metadata

[ siegs

l: .wnartm‘:ﬁ:-l.rdata

Mama Last modified Pubdic access level Loase state

10/8/2027 G34:23 P Brivate

Availabia

A/A/2027, TedieSh PAA Private Availaiie

‘f Upload + Ada Directory o Refresh L’ Rename ﬂ Delete & Change tier ;\f Acmiare lease ({-' Break lease

Authentication method: Access key (Switch to Aeure AD User Account)
Location: smartmeterdata / smartmeterdata / 2022 / 10 / 08 £ 20

Search blobs by prefix (case-sersitive) (® ) Show deleted abjects

Namie Moditied Access tier Archive status Blob type
[
_—l @ -505598882 1hfe7097R5774479090b5acsdf35722d 1., T0/B/2022, 3:52:54 PM  Hat (inferred) Block blob
[ B 55508882 c48811838632400cbad6 2bA5d08456:4_1 . 10/8/2022, 95347 P Hat (Infened) Block blob

+ Go to databricks, review cluster created back then, create notebook:

Create Notebook

MName

smartmeter-analysis

Default Language
Python

Cluster

nilendra singh's Cluster

Run commands in notebook:

Size

20.2

159


https://learn.microsoft.com/en-us/azure/machine-learning/quickstart-run-notebooks

# Create widgets for storage account name and key
dbutils,wideets.text("accountName”, ™", "Account Name")
dbutils.wideetstext("accountkey”, ™, "Account Key")

# Get values entered into widgets
accountName = dbuiils.widgets.get("accountName”)

# Mount the blob storage account at /mnt/smartmeters. This assumes your container name is smartmeters, and you
have a folder named smartmeters within that container, as specified in the exercises above,
if not any(mewnt.meuntPoint = '/mni/smarmeters’ for mount in dbutils.fs.mounts()):

dhutils.fmount(

source = "washs://smartmeters@" + agcountName + ".blob.core.windows.net/smartmeters”,

meunt poinf = "/mnt/smartmeters”,

extra_configs = {"fs.azure.account.key.” + accountName + * blob.core.windows.net": accountKeyl

# Inspect the file structure
display(dbutils.fs.ls{"/mnt/smartmeters/))

# Create a Dataframe containing data from all the files in blob storage, regardless of the folder they are located within.
df = spark.read.optipns(header="true’, inferSchema="true').csv("dbfs:/mnt/smartmeters/* /*/*.csv” header=True)
orintidf.dtvoes)

Account key is one which we copied before:

Microsoft Azure & databricks Q, Search

[BEN smartmeter-analysis  Python i G
L ys! & [ + Connected™

Fil= Edit View Run Help Last edit was 13 minutes ago ve fesdba
- Accaunt Koy Account Mame
yTwoddinsl 1GEEIAS + KDZjZel

1 dbutils. widgets. text{"accountMame®, "  "Account Nama")

dbutils .widgets. text{"accountkey”, "" 6 "Account Key")

Containers have been mounted; hence we have got output:

Microsoft Azure &2 databricks Q1 Search

[DEW smartmeter-analysis Python v

File Edit View Run Help ast edit was 2 minutes ago Give feedbac

4 O * Connected v

Account Key Account Name

yTwoddinsl 1GBEIAS + KD7)7ed

Inspact the fila structure

3| 2  display(dbutils.fs.1s("/mnt/smartmeterdata/"))

path name size medificationTime

1 dbfsy/mnt/smartmeterdataf2022/ 2022

Showing 1 row. | 7.79 seconds runtime




Run commands:

# Create a Dataframe containing data from all the files in blob storage, regardless of the folder they are located within.
df = spark.read options(header="true', inferSchema="true’).csv("dbfs./mnt/smartmeters/*/*/* csv,header=True)

print{df.dtypes)

di.show(10)

dfwrite.mode("overwrite").saveAsTable("SmartMeters")

%sql

SELECT id, COUNT(*) AS count, AVG(temp) AS averageTemp FROM SmartMeters GROUP BY id ORDER BY id

# Query the table to create a Dataframe containing the summary
summary = spark.sql("SELECT id, COUNT(*) AS count, AVG(temp) AS ayerageTemp FROM SmartMeters GROUP BY id

ORDER BY id"})

# Save the new pre-computed table

summary.write.mode("overwrite").saveAsTable("DeviceSummary")

%sql

SELECT * FROM DeviceSummary

Run second last command, click visualization:

Microsoft Azure &2 cdatabricks

Q search

CTRL + P

ERN smartmeter-analysis Fython ¥ o [+ comacnd
Lonnected v
File Edit View Run Help e 35 3 minules a
Account Key
yTwoddinsL 1G869A5+KDZ|Ze3
- =
0 Table ~ 1
: id m[”‘, suaiizabon averageTemp
0 d
* Devicel Legacy Visualization
3 Devicez —ay
4 Device. 98
5 Devices S8
Showing all 5 rows. | 0.53 seconds runtime
@ sQL cell result stored as PySpark data frame _sqldf . Learn mor
F Ente un
Visualization Editor
Visualiza
-
il Bar " =
General X axis Y axis Series Colors Data labels
—_—

¥ columns
12 averageTemp
Add column

Gioup by

% id

¥3 394 195

% Create alerts; use anomaly detection in stream analytics; create logic app which will be called

through azure function.



Major connectivity:

Stream Analytics -> Event Hub -> Azure Function -> Logic App -> Gmail sending
Event Hub:

—- Microsoft Azure D Search resources, services, and docs (G+/)

Home > Event Hubs >

= Create Namespace

A
Event Hubs

Basics Advanced  Networking Tags  Review + create

Project Details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources

Subscription * MSDN Platforms Subscription W |
Resource group * IOTProject v |
Create new
Instance Details [
Enter required settings for this namespace, including a price tier and configuring the number of units (capacity)
Namespace name * smartmenteq |t

servicebus.windows net

Review + create

Mext: Advanced > |

Creating container within event hub:

Microsoft Azure A Search resources, services, and docs (G+/]

Home > smartmenter | Overview > smartmenter >

Create Event Hub

Event Hubs

Basics Capture  Review + create

Event Hub Details

Enter required settings for this event hub, including partition count and message retention.

Name * O E anamolydetector
Partition Count { O 1
Message Retention O O 1

e | [ et Capture >
‘ [ Mext Capture > |

Create new stream analytics job:

£ b e i

Home > Stream Analytics jobs >

New Stream Analytics job

R

manage all your resources.

Subscription ™ © [ MSON Platforms Subscription v
Resource group * @ [ 1oTProject v
Create new

Instance details

Name * ehub
Region* (O East US o
Hosting envirenment O 2 Cloud

() edge

Streaming unit details

Streaming units (SUs) represents the computing resources that are allocated to execute a Stream Analytics job. The


https://learn.microsoft.com/en-us/azure/stream-analytics/stream-analytics-introduction
https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-capture-enable-through-portal
https://learn.microsoft.com/en-us/azure/azure-functions/functions-overview
https://learn.microsoft.com/en-us/azure/logic-apps/logic-apps-overview

Input, Output, Query are as follows:

2 Search

52 ehub [ Inputs  #

Stream Analytics job

Home » CreateForm-20221008223658 | Overview > ehub IOT Hub %

New input

Input alias *

<4 Add stream input = Add reference input «+ ) Refresh

smartmeter v
b Overview . . o T
Alias Ty Source type Ty Type 14 Authentication mode T4 () Provida laT Hub settings manually
B Activitylog o results. (®) Select |87 Hub from your subscripticns
Ao Access contrel (IAM)
Subscription
® Tags
| MSDN Platforms Subscription e
£2 Diagnose and sohve problems
IoTHub* (@
P | testiothuniot v
I Properties
Consamer group * (D
Btk | spefaur v |
gebtopniony Shared accrgs policy name * O
Home > CreateForm-20221008223658 | Overview » ehub E\fent Hub %
Miew output
~—, ehub | Qutputs # - ey
w3
Stream Analytics job
Crutput alias *
e reh - s ) Ret
D Search + add v (O Refiesh [Lehud [
&F  LABYINISE 8ii SUMVE I ULAEliEs -
Alias Ty Type T. Authenticationn () Provide Event Hub settings manually
Sattings =
Mo resufts. (@) Select Event Hub from your subscriptions
i} Properties
'C. Locks Subscription
MSDM Platiorms Subscription b
Job topalogy
Event Hub namespace *
3 Inputs
smartmentes W
B Functions
Event Hub name * )
Query iy e
() Create new (®) Use existing
> Outputs
enamolydetecton RV
Configure
Authentication mode
B Environment
WITH Smeotheningstep AS

(

)
(

SELECT
System.Timestamp() as time,id,
AVG(CAST(temp as float)) as temp
FROM [igt-input]
GROUP BY TUMBLINGWINDOW(second, 1), id

k)
AnomalyDetectionstep AS
SELECT
time,
temp, id,

)

AnomalyRetection.spikeAndRin (temp, 95, 120, 'spikesanddips')
OVER(PARTITION BY id LIMIT DURATION(second, 128)) as SpikefndRipScores
FROM smootheningstep

)
i i AS

AnomalyRetectionfinal

(

SELECT

time,
temp, id,

CAST(GetRecordPropertyValue (SpikeAndDipscores, 'Score’) AS FLOAT) As

spikeAndDipscore,
CAST(GetResordPropartyValue (SpikeAndDipscores, 'IsAnemaly') AS BIGINT) AS
: - ;

FROM AnomalyRetectionstep

)



SELECT
time,
temp,id,
CAST(GetRscordPropsrtyValue (SpikeAndRinScores, 'Score') AS FLOAT) As
: : ;
CAST(GetRacordPropertyValue (SpikeAndRinsSsores, 'IsAnemaly') AS BIGINT) AS
) " :
FROM AnemalyRefectionstep
)
select id, time,
temp, SpikeAndRinscors . IsshikeAndDipAnemaly into ghub
from AnomalyDetectionfinal where IsspikeAndDipAnomaly=1

After query writing, press start:

15 R e, 3etiiins, md ARER(GAT)

Home > CreateForm-20221008223658 | Cverview >

2 ehub =

Stream Anabytics job
£ Search Sty
ks
& Overview
Z ' Start

B Activity log To start your job, you need to add an input.

Ay Access control [IAK) m

¢ Tags

&2 Diagnose and solve problems

Settings

! Pioperties Subsciiption I eclli|6b40 Toda 439d 8723 chbi3sariodc Hasting ervirnmer

B Locks

Job topology

= Inputs

B Functions Build an end-to-end serverless streaming pipeline with just a few ¢

Data started flowing, we can see output:

= Microsoft Azure A3 Search resources, senvices, and docs (G+/)

Home > IOTProject »

= Smartmenter £ &

Event Hubs Namespace

 + bemib @ Delete O Refesh

= Ovetview Requests Messages Throughput
E Activity log L 10HE
x At
Fn Access control (LAM) _
$ lags 2 i
. L
£# Diagnose and solve problems
Events i an

Settings.
1]
Shared access policies
0 -
4 Scale WOPM PM MISTR i 0 1Pl ISP g 5P 0P
~ Ineairing Fecuests (Surrl Sucomsi Feguests. . Icaarming Messages (Surll Cugaing Messag - Incoming Bytes. (Surm)
¥ Geo-Recovery rmarmenter Smartmerter smartmenter smarteaeter smanmerner
LEN 1) 0 7z 0 0 LCE I
®
4§ Metwarking w e v
0: Encryption 2 search to filter items

+» Create function app:
Basics of Azure Function-
It lets you run code in serverless environment without creating virtual machine or publish web

application.



https://learn.microsoft.com/en-us/azure/azure-functions/functions-overview

Language support details

The following table shows which languages supported by Functions can run on Linux or Windows. It also

indicates whether your language supports editing in the Azure portal. The language is based on the

Runtime stack option you ct

se when creating your function app in the tal. This is the same as

the --werker-runtime option when using the func init command in Azure Functions Core Tools.

Let’s start creating it:

Microsoft Azu

2 Searc

Runtime stack Windows In-portal ed
NET

NET

Node.js

Python

Java

PowerShell Core

Node.js

Custom Handlers

v o5, services, and do

Function App

- Create €52 Manage view

itter far any f
Name *

> cmartmatar

Page 1 v |of1

s smartmeter &

() Retresh [ Stop «) Restart

1 Insights for mani

MB Milliseconds ?

o profiling far your apf

ction App > smartmeter | Functions > E

EventHubTrigger2 | Integration

Develaper Integration

B Code + Test Edit the
Integration

B Monitor

we need to write logic in Azure Function:

ventHubTrigger?

Edit Trigger

Binding Type

Azure

vent Hubs

Event parameter name * ()
Function

Event Hub consumer group

Delete



Heme > Function App > smartmeter | Functions > EventHubTrigger2

~ EventHubTrigger2 | Integration

Funtion
A0 Search & Refrech

fil Cwerview

Mew Event Hub connection

A ) aT Hub '( ) Custom App Setting

| smartmenter '

| anamolydetector e

Developer Integration
\., Event Hub |
B Code + Test Edit the trigger and choose from a selec
Integration Event Hub connection*
@ Monitor Trigger
Function Keys Azure Event Hubs (events)
et i =t Event Hub connection*
+l Inputs

Event Hub connection*

| RootManageSharedAccessKey (nam. .~

I
Event hub has started detecting data:
Home > Event Hubs >
Event Hubs « = smartmenter % x%
Default Directory (rajputnilendragmail. onmicrosof.. == fvent Hubs MNamespace
+ Create 5:9} Manage view ~ <+ » -+ Event Hub ]i[ Delete O Refresh
Requests Messages

Fitter for any field...

Mame T fic)

£, smartmenter

=]

15 AM 930 AM
SEWEnnIs Sumj User Ermors. {Sum)
SmErmEnter

945 AM

Now paste Query

WITH smeotheningstep AS
(
SELECT
System.Timestamp() as time,id,

Ort o HHa7 AR

c ,

TU5AM TIAM S45AM e N

Smarimencer

AVG(CAST(temp as float)) as temp

FROM [igt-input]

GROUP BY TUMBLINGWINDOW(second, 1), id

)>
AnomalyPRetectionstep AS
(

SELECT

time,

temp, id,

AnomalyDetection SpikeAndDip(temp, 95, 12,

Binding Type

Azure Event Hubs

Event parameter name *

events

Event Hub connection * O

srfiarmmentie Rootdanageshardir

New
Jir-

S

Event Hub name*@

-

anamaolydetector

Event Hub consumer group ™

Throughput

TITAM  SIDAM  FSAM A bl
Bytes. (Sum) Iamwuwuﬂ
smartmenter

”2 |830n 3305

'spikesanddips')

OVER(PARTITION BY id LIMIT DURATION(second 128)) as SpikeAndDipScores

FROM Smootheningstep
=

AnomalyDetectionfinal As
(
SELECT
time,
temp, id,
CAST(GetRecordPropertyValue (SpikeAnddinScores,
srikeAndRipscors,
CAST(getRecordPropertyValue (spikeAndDinscores,
: : !

FROM AngmalyPeteckionstep
)

select id, time,

'Score') AS FLOAT) As

‘IsAnomaly') AS BIGINT) AS

temp, SpikeAndDipScore , IsSpikeAndDipAnomaly into ghub
from ﬁugms;xas;sssgsnfiuaé where IsSpikeAndDipAnomaly=1



There is no anomaly detected currently.
¢ Write logic of app:

= Microsoft Azure 2 Search resources, services, and docs (G/)

Home > Logic apps >
Create Logic App

SULSCpuon = MSLIN FIATTSIMS SURSCrpuon e

Resource Group * (0 ICTProject R

Create new

Instance Details

Logic App name ¥ f,enr:r_smailln:i e

arurewebsites.net

Publish * ®) Workfiow () Dacker Container

Region * Central Us v

@ Mot tinding your App Service Plan? Try a different region ar select your App
Service Environment.

Plan

Click “go to resources”

5 Search resources envces, and docs (6-1)

Home > Microsoft Web-LogicAppCansumption-Portal-8f73a09%-8020 | Overview > sendgmailiot >

Logic Apps Designer

Start with a commaon trigger

Pick Team cni of the most commeonty used Diggens, theo orchestrate any number of actions using the tich collection of conneciars

When a message is When a HTTP When a new tweet is [—

received in a Service request is received posted &2

Bus gueue e
|

Recurrence When a new email is When a new file is
received in (‘ created on OneDrive @
Qutlook.com ‘

Home > Microsoft Web-LogicAppConsump

Logic Apps Designer

xn-Portal-8f73a099-B020 | Overview > sendgmailiot > _
’ @ save logic app completed

Logic app: sendgmailiot was saved succe:

[> RunTrigger ~ 5 Desig 4> Codeview [@] Parameters [l Templates B Connectors 7 Help (D) Info

‘When a HTTP request is received Caopy L

HTTP POST LRL Jorod A3 nodt T e |E[?.I

Ri t Body FSOM Schama

Use sample payioad to generate schema

We need to add some code to existing one, paste URL just copied into function:



Eile Edit Format View Help
using System;

using System.Text;

using System.Threading.Tasks:
using System.Net.Http;
private static string logicAppUri = @"https://prod-87.northeurope.logic.azure.com;443)
private static HttpClient httpClient = new HttpClient();

var response = await httpClient.PostAsync(logicappuri, new StringContent(messageBody,

Microsoft Azure 44 - Sparch resaurces. serdces, and daos (G|

{ome & MicisoltWab-Logichpplorsumiption-Aorial- B 3a038-E020 | Crvarvews » sendgrralliol >

Logic Apps Designer

T i - . 4 = - .
[ sawe X bigcard [ Bun tgger B Desig ofr Codp view  [3] Paramesars [l temalates B Caneectas s 7 oBep (D ik

E Wihen a HTTP reguest s received FEET

HITF PO UKL attassearad 1L nenheompaiagicancame 483 kil M*’E&'—- i ]

Frypa': “object?,
"prooerties”: {
Mo

Vi szmnnke paigdend bo geosiaba sonmma

+ Create link between function and email.

= Microsoft Azure B Search resources, services, and docs (G+/)

Home > Microsoft Web-LogicAppConsumption-Portal-8f7 3a099-8020 | Overview » sendgmailiot >

Logic Apps Designer

save X Distard [> RunTiigger ~ o5 Desgner € Codeview [B] Paameters [im Templates B Connectes 7 Helg (D Info

/"3 Search connactors and actions

For You Al Built-irn Standard Entergrise Custom

Recent Clear

nenlend Lissed on your sclivity

HITP
@ Chouss 8 REST AP o




B Search resources, services, and docs (G+/)

Home > Microsoft.Web-LogicAppConsumption-Fortal-5f73a099-8020 | Overdew > sendgmailiot >

Logic Apps Designer

[,;'__| Save 6 Discard [ RunTv gaer n Desigrer 4% Codeview  [E] Parameters [l Templates F connectars 7 Hel P (i) Infa

When a HTTP request is received

'
_}.
5
Gmail @©
* Connection name | = |
“Authentication Type | Usz detault shared application o |

[

Home > Microsoft Web-LogicAppConsumption-Portal-8f73a099-8020 | Overview > sendgmailiot »
Logic Apps Designer
o Codeview [‘] Parameters . Templates Connectors 7 Help Q} Infar

[E'] Save X Discard  [> RunTrigger ~

When a HTTP request is received

E Send email (V2)
“To

o
W

yourhadooptutor@gmail com

Subject id x BN time x x
Fiu"ll" — — - — x

Fant vy 2vB I U/ =S

&

- N -

+ As anomaly detected, email will be sent.
Here, temperature is done 110 so the email is been sent.

« @ O W B 0 @ m D 1ofs28 < > pm-~

Device12022-10-09T11:06:00.0000000Z  inbax =

Y
yourhad ooﬁtutor@gmail,cam
tome =

Devicel  101.78571428571429

12:06 PM (0 minutes ago) ¥ ial

_. & Reply [ Forward

Hence, we have successfully created Temperature Alert.

> Source Code —
Github


https://github.com/Amatulla-Bohara/Temperature-Alert

» Knowledge sharing:

o

o

Use of databricks can process large amounts of data. Databricks is integrated with azure AD.
It supports many languages (Scala, Python).

0T Hub provides device libraries, secure communication and meta-data.

» Challenges faced:

1)

2)
3)

While storing data, containers were not reflecting in storage account. Recreating storage
account solved this issue.

Anomaly detection was not working. Changing in code required to make it work.

Changes in the graph were not visible. It was challenging task; change is anomaly code made
graph into function.

> Business Benefits:

1)

2)
3)
4)
5)
6)

Temperature alert can be used wherever we need to send alert to know, unusual happening
beforehand.

In steel power plant alert can be set, through which temperature can be controlled.

It makes task more efficient and infallible.

In medical, storing medicines requires temperature check.

It focuses on automation hence, reduces manual work.

To avoid spoiling of grains framer stores it in certain temperature, automation can be applied.

I believe helping others through sharing knowledge, hence permission granted to Microsoft to
share content on their platforms.

-By Amatulla Bohara



